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Abstract

Internet-of-Things (IoT) networks are characterized by low-powered nodes with limited computational power and storage
capacity. Consequently, protocols dedicated to Low Power and Lossy networks (LLNs) are designed to support communication
in such resource-constrained nodes. One such protocol is Routing Protocol for Low-Power and lossy networks (RPL) which
builds and maintains routes in RPL-based networks, leading to optimized routing and lower network overhead. However, the
RPL-based protocol has several internal and external vulnerabilities that must be explored and addressed. Therefore, the
present study illustrates the impact of several RPL-based attacks, including DIS attack, version number attack, decreased rank
attack, and WPS attack, by employing the Contiki Cooja network simulator with specific simulation scenarios. In addition,
we conduct a comparative analysis of the RPL-based attacks and find that the WPS attack results in the highest packet loss
rate of 26%, whereas the DIS attack, version number attack, and rank attack result in packet loss rates of 17%, 15%, and 13%,

respectively.
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Abstract

Internet-of-Things (IoT) networks are characterized by low-powered nodes with limited compu-
tational power and storage capacity. Consequently, protocols dedicated to Low Power and Lossy
networks (LLNs) are designed to support communication in such resource-constrained nodes. One
such protocol is Routing Protocol for Low-Power and lossy networks (RPL) which builds and
maintains routes in RPL-based networks, leading to optimized routing and lower network over-
head. However, the RPL-based protocol has several internal and external vulnerabilities that
must be explored and addressed. Therefore, the present study illustrates the impact of several
RPL-based attacks, including DIS attack, version number attack, decreased rank attack, and
WPS attack, by employing the Contiki Cooja network simulator with specific simulation sce-
narios. In addition, we conduct a comparative analysis of the RPL-based attacks and find that
the WPS attack results in the highest packet loss rate of 26%, whereas the DIS attack, version
number attack, and rank attack result in packet loss rates of 17%, 15%, and 13%, respectively.
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1 Introduction

Routing Protocol for Low power and lossy net-
work (RPL) has been specifically designed for
IoT networks where nodes consume low power
for computing and have less memory for infor-
mation storage [1, 2]. RPL protocol builds and
maintains efficient routes for packets in Low Power
and Lossy networks (LLNs) to enable effective
communication between nodes while minimizing
energy consumption and reducing network over-
head. RPL uses Destination Oriented Directed

Acyclic Graph (DODAG) for routing purposes.
DODAG connects all the nodes and does not form
or allow any cycle (loop) in the network. Further,
to form and manage a DODAG tree, RPL uses
three control messages, namely, DODAG Informa-
tion Object (DIO), DODAG Information Solicita-
tion (DIS), and DODAG Destination Advertising
Object (DAO) [3, 4], as illustrated in Fig. 1.

As shown in the Fig. 1, firstly, the root
(sink) node disseminates the DIO control mes-
sage throughout the network. DIO packets contain
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Fig. 1: DODAG tree construction process.

information regarding the sender node that helps
a receiver node to select a preferred parent and
keep the DODAG tree up to date. After select-
ing a preferred parent, the node advertises a DAO
packet back to the root node in unicast mode
across nearby nodes. It establishes and maintains
the upward routing path through the DODAG
tree [5, 6].

The DIS message seeks information regarding
DODAG from neighboring nodes. As shown in the
Fig. 1 when a new node wishes to join an existing
or developing DODAG, it transmits a DIS mes-
sage requesting information about the DODAG.
The node receives a DIO message in response.
DIO message contains all the relevant information
regarding the node, like node id, node rank, path
cost, and other matrices using which node deter-
mines whether to join the graph. After entering
the tree and selecting the parent node, the node
sends a DAO message to the root node through
parent nodes [7].

A 16-bit rank value of a node in the DODAG
tree determines the node’s position relative to the
root node. By default, the root node (server node/
sink node) has a minimum rank value compared
to all nodes in the tree [8, 9]. For instance, if
the rank of the root node in RPL is one, the
rank of the child nodes will be two, and the
rank value will increase by one for each subse-
quent layer in the DODAG tree as shown in the
Fig. 1. After network formation, every node pos-
sesses information regarding the node 1D, rank,
parent node ID, parent node rank, neighboring
nodes’ ID and rank, and the link matrix. Further

to select the parent node, RPL uses two objec-
tive functions, i.e., Objective Function Zero (of0)
and Hysteresis Objective Function (MRHOF'). For
example, when deciding which parent a node
prefers, MRHOF utilizes the Expected Transmis-
sion Count (ETX), while of0 uses the hop count
[10, 11]. However, the RPL protocol has several
vulnerabilities, especially internal security issues,
as shown in Fig. 2. RPL attacks can be catego-
rized as topology-based, resource-based, or traffic-
analysis-based attacks [12-14]. Attacks against
resources force legitimate nodes to perform extra
processing to deplete their resources like energy,
memory, or processing capabilities [15]. Resource-
based attacks may affect the network’s availabil-
ity by congesting available links and, thus, the
network’s lifespan, which may be considerably
reduced. We categorize attacks against resources
into two types. The first consists of direct attacks,
in which a malicious node directly launches this
attack, for example, flooding attack [16], where a
malicious node generates many unnecessary pack-
ets to congest the network. In the indirect attack,
the malicious node forces other nodes to perform
malicious activities. For example, a version num-
ber attack, where a malicious node advertises a
false version number, causes other nodes to send a
control message to verify and update the version
number [17, 18].

Network topology is potentially a target of
attackers and can be categorized as 1) sub-
optimization and 2) isolation [19]. A sinkhole
attack comes under the category of a sub-
optimization attack, where a malicious node
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Fig. 2: Classification of vulnerabilities in RPL-based network.

attracts network traffic by advertising itself as
having the shortest path to the root node,
thus intercepting and redirecting network traf-
fic to an unintended/unauthorized destination.
Whereas an isolation attack makes several nodes
isolated from the entire network, hence, prevent-
ing those nodes from communicating with the root
or their parents. The worst parent selection attack
is a type of isolation attack where the victim
node selects the worst node from the surrounding
[20—-22].

The third category of RPL attack, known as
traffic analysis, involves eavesdropping and misap-
propriation [23]. Traffic analysis tries to find out
how to route traffic by looking at the characteris-
tics and patterns of the traffic in a network. Fur-
thermore, this attack is possible even if the packets
are encrypted. For example, sniffing attacks aim
to obtain relevant information related to the RPL
network [24]. The location of the attacker node is
very important since the node closer to the root
node may gather maximum traffic and information
[11].

Attacks that break intellectual property rights
take over the identities of legitimate nodes (mas-
querading attacks) or exaggerate the function-
alities of legitimate nodes. Furthermore, these

attacks do not significantly harm the RPL net-
work. However, such attacks are often used as a
starting point for other attacks. For example, mas-
querading the root node may get maximum traffic
from all the neighboring nodes. The decreased
rank attack comes under this category, we will
discuss this attack in a later section [25, 26].
While taking into consideration the demand
for RPL-based IoT networks in various applica-
tions, it becomes very important to explore all
its vulnerabilities and their corresponding mitiga-
tion and detection mechanisms. Therefore, in this
paper, we discuss some of the prominent attacks
of RPL-based networks, such as the DIS attack,
version number attack, decreased rank attack, and
WPS attack. Further, we investigate and analyze
the effect of the above-mentioned attack on the
network. Going forward, we perform a compar-
ative analysis of the mentioned attacks. For the
simulation purpose, we utilize the Contiki Cooja
Simulator where nodes are referred to as motes,
but we call them nodes in the paper for simplicity.

1.1 Novel Contribution

This study examines the security of RPL in IoT
networks and the impact of RPL-based attacks
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on network performance. With the growing preva-
lence of IoT devices in different applications,
ensuring network security and reliability has
become increasingly crucial. Here are the novel
contributions of our study:

1. Investigation and evaluation of RPL-based
attacks including DIS attack, version number
attack, rank attack, and WPS attack on the
RPL protocol using Contiki Cooja network
simulator.

2. Comparative analysis of the investigated RPL-
based attack based on various performance
metrics like power consumption, packet loss
ratio, and others.

3. Comparison among attacks completely relies
on results obtained after simulation of all the
mentioned attacks in this paper.

1.2 Organization

The subsequent sections of this paper are struc-
tured as follows. Section 2 presents a thorough
literature review encompassing current state-of-
the-art work against RPL-based attacks. Theoret-
ical foundations of the several RPL-based attacks
are discussed in Section 3. Section 4 presents the
experimental results and a detailed analysis of the
outcomes. In Section 5, a comparative study of
all the attacks is conducted. Finally, Section 6
concludes the work, offering insights into future
directions for research.

2 Literature Review

The RPL protocol is widely used in IoT networks
to enhance security to a high degree and has
gained global acceptance. Significant progress has
been made to explore and address the RPL vul-
nerabilities [27-30]. Some authors like Rajasekar
and Rajkumar have implemented and analyzed
the effect of DIS attack against RPL-based net-
work [31]. In a DIS flooding attack, the increase
in the number of attacker nodes causes a notice-
able negative impact on packet delivery rate and
power consumption. Active research has been
done to mitigate and address the DIS flooding
effect [32, 33]. In addition, some authors like Med-
jek et al. have proposed a mechanism to mitigate
DIS attacks by making some changes in the RPL
protocol itself [3]. For example, the authors have
modified the response time of the RPL nodes

to DIS messages and adjusted the RPL proto-
col’s timer function to address the DIS attack.
However, modification in the RPL protocol is bur-
densome. Further, the authors Verma and Ranga
[16] proposed a mitigation mechanism to prevent
the network from DIS flood attacks. The authors
proposed a Secure-RPL to stop malicious nodes
from sending DIO messages and resetting trickle
timers. However, Secure-RPL required minimal
extra work during installation on low-capacity
nodes. Another prominent RPl-based attack is
a version number attack; this attack drastically
drops the packet delivery rate (PDR) in the net-
work by creating congestion in the network. Some
authors like Sharma, Girish et al. have illustrated
that when there is a version number attack in the
network, the average end-to-end delay increases
as the number of nodes increases, and power con-
sumption decreases because the network becomes
dense. The nodes are near each other [17]. [34] has
developed a distributed monitoring strategy for
detecting version number attacks in RPL-Based
Networks.

In Intrusion Detection System (IDS), when-
ever any node (except the root node) advertises
the version number, receiving nodes verify the
received version number by asking neighboring
nodes and the root node [20, 35]. In case of
conflicting information, a malicious node is block-
listed. Authors Wallgren et al. proposed a new
IDS detecting routing attacks in an RPL-based
network [36]. The name of the proposed IDS is
Heartbeat which can detect selective forwarding
attacks effectively. In the proposed IDS mecha-
nism, an ICMPv6 echo request from the 6BR is
sent to each node and expects a response. The
authors utilized the concept that, in the case
of a selective forwarding attack, 6BR will not
receive a response from every node, hence detect-
ing a selective forwarding attack. Furthermore,
ICMPv6 echo/reply mechanisms are widely avail-
able in IPv6 networks [37]; reprogramming nodes
are not required to make this IDS workable.

Further, a category where malicious node tar-
get the topology of an RPL-based network is a
Rank attack. In a rank attack, a malicious node
can affect the routing decision of victim nodes,
may increase transmission delay, and increase traf-
fic overhead in the network [38, 39]. Rehman et al.
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proposed and analyzed rank attacks using objec-
tive functions [40]. However, the authors have
modified the objective function in the proposed
technique to launch the rank attack. Since the
objective function has shifted, malicious nodes
now appear to be the best nodes, attracting their
neighbors’ attention, who may then decide to
make them their preferred parents. To prevent ver-
sion number and rank attacks in RPL-based net-
works, Dvir et al. have proposed a protocol called
VeRa [41]. The VeRa authenticates the version
and rank numbers so that the integrity check can
prevent the attack if any node forwards the wrong
version number and ranks. The authors, however,
did not include performance analysis of mem-
ory, CPU, time, and power. Instead, the authors
employed computationally costly processes such
as the hash function, the MAC function, and the
digital signature.

Some attacks have gained less attention from
researchers, like the worst parent selection (WPS)
attack. Some authors like Kiran have discussed
the WPS attack and IDS to detect WPS attack in
[20]. In the WPS attack, a malicious node selects a
node with a high-rank value from the surrounding
as a parent node. Hence, it increases transmission
delay. Sometimes, if the malicious node is the con-
necting node, then because of choosing the worst
parent from the surroundings, a large number of
nodes become isolated from the entire network.
Further, the author has proposed IDS to detect
WPS attacks. According to the IDS mechanism,
the rank value of every node is compared with the
surrounding node; if the parent of any node has
a higher rank value from the surrounding, then
immediately, IDS raises an attack alarm.

3 RPL-Based Attacks

In our study, we investigate DIS, rank, version
number, and WPS attacks that can hinder the net-
work from optimal convergence, may consume the
network resources excessively, and may degrade
the overall performance drastically.

3.1 DIS Attack

Initially, when a new node tries to join the
DODAG tree, the node waits for a DIO message
or multicast a DIS message to solicit DIOs from
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Fig. 3: DIS attack by generating a number of DIS
packets by malicious node

neighboring nodes [3]. However, sending Multi-
cast DIS messages resets the timer that regulates
the DIO transmission rate to its minimum value,
causing the network to become congested with
control messages. Moreover, due to the resource-
constrained nature of RPL-LLNs, the lack of
tamper resistance, and the security gaps in RPL,
malicious nodes can use the Multicast DIS solici-
tation mechanism to launch an RPL-specification-
based attack known as the DIS attack. The DIS
attack can significantly impact RPL networks,
particularly overhead control messages, and power
consumption [42].

DIS attack comes under the category of
resource-based direct attack. This attack targets
network resources by flooding them with a large
amount of DIS control messages from multiple
nodes. hence, making network resources unavail-
able for legitimate nodes [43]. As depicted in
Fig. 3, node 6 is a malicious node that can
send DIS control messages to neighboring nodes
through broadcast or unicast, leading to increased
network traffic. Hence increases the power con-
sumption by nodes. DIS attack may cause dis-
ruption and make the network inaccessible for
legitimate nodes, hence referred to as a denial of
service attack.

We modify RPL files located in /Contiki/-
core/net/rpl/ within the Contiki OS to investigate
the DIS attack. We make changes to the follow-
ing files: rpl_private.h and rpl_timers.h. Contiki
RPL’s rpl_private.h file contains the default val-
ues for ICMP control messages, related timers,
operating mode, DAG routing tables, and other
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constant RPL values. Changing the value of the
interval in the rpl_timers.c file causes malicious
nodes to broadcast DIS messages continuously to
neighboring nodes.

3.2 Version Number Attack

The RPL network provides global and local repair
mechanisms for the following reasons: link fail-
ure, node failure, detects loops, or reception of
any other inconsistent information. To initiate
the global repair DODAG Version Number field
within the DIO message is incremented. Only the
root node can trigger the global repair mecha-
nism. However, any non-root node that discovers
an inconsistency (for example, a loop or connec-
tion failure) can initiate a local repair. The node
should poison its routes by proclaiming a rank
of INFINITE RANK. As a result, it breaks away
from the DODAG and subsequently reconnects to
it as a new joining node through a DIS message.
Unfortunately, malicious nodes exploit this feature
of local/global repair by spreading false version
numbers and launching version number attacks in
the RPL network [44].

As shown in the Fig. 4, node 7 is a malicious
node that starts a local repair in a DODAG tree
by sending a DIO message containing a higher
version number [45]. Upon receiving the DIO mes-
sage containing the revised version number, the
nodes will subsequently start a local repair in a
DODAG tree. The work proposed by the authors
Dvir et al. [41] is vulnerable to this attack because
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Fig. 4: VN attack by propagating higher version
number through the DIO packet

it introduces inconsistency and topological ineffi-
ciency into their work. The attack simulation aims
to learn how the constant receipt of DIO mes-
sages of higher version numbers affects the energy
consumption by nodes. To implement the version
number attack, we modify rpl.icmp6.c file. This
file handles the input and output of control mes-
sages. Whenever a malicious node increases its
version number due to the version number attack,
it triggers a local repair in the DODAG tree.

3.3 Decreased Rank Attack

Rank is an attribute of a node in the RPL net-
work that represents its position concerning the
root node. However, malicious nodes can also
exploit this attribute to harm the RPL network.
For example, in a decreased rank attack, a mali-
cious node introduced the false low rank through
DIO to neighboring nodes, Resulting in neighbor-
ing nodes converging towards the malicious node
and got select the malicious node as a preferred
parent. Once a malicious node becomes the pre-
ferred parent node in the attacking region, it may
help to launch several other attacks, like the black-
hole attack, in which the malicious node deletes
all the received messages it is supposed to forward
toward the root node [46].

As shown in Fig.5, a malicious node 6 adver-
tises its false rank (rank = 2) to neighboring
nodes, resulting in nodes 8, 9, 10 selecting node 6
as a preferred parent. We modify the rpl_private.h

Root Node
Rank = 1

Rank=2 ( 2

Rank =3

Rank =4 8 Rank=4( 9 10

Fig. 5: Decreased rank attack by advertising lower
rank
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file. The rpl_private.h file contains the default val-
ues for ICMP control messages, relevant timings,
operating mode, DAG routing tables, and other
constant RPL values to execute the decreased rank
attack.

3.4 Worst Parent Selection (WPS)
Attack

RPL node uses objective functions to select a pre-
ferred parent. The Objective Function (OF) in
RPL determines how RPL nodes choose the opti-
mal path toward the root node in a network. For
example, RPL nodes can use ETX as a rout-
ing metric for selecting parent or may use rank
value to select parent node. However, modifying
the parent selection procedure may lead to sev-
eral attacks, including the worst parent selection
(WPS) [20]. As we know, the root node has the
minimum rank value among all nodes, so the RPL
node selects a lower rank value node to have a
route towards the root node. But, due to the effect
of the WPS attack, the malicious node selects the
worst (higher rank value) node from the neighbor-
ing node. The WPS attack may have the following
effects on the network; it may increase transmis-
sion delay, create a loop in the RPL, prevent the
network from optimal convergence, and isolate
many nodes from the entire network. For example,
as shown in Fig. 6, node 4 is malicious; due to the
effect of the WPS attack, node 4 chooses node 8
as its parent, which is not the best possible choice
of a preferred parent in the given scenario.

To implement the WPS attack, we change the
algorithm in rpl_mrhof.c file that is used by nodes
to select a preferred parent. Because of changes
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Fig. 6: WPS attack by selecting worst parent from
the surrounding
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Fig. 7: Reference network with no malicious node

made in rpl_mrhof.c file, a malicious node chooses
the worst parent from the surrounding nodes as
the preferred parent.

4 Experimental Results and
Discussions

The network scenario shown in the Fig.7 is the ref-
erence network, the baseline scenario for further
experiments. Further, we illustrate the outcomes
obtained after simulation in normal and attack
scenarios. The information collected from the ref-
erence network, as shown in the Fig.7, becomes the
benchmark for comparing and assessing the results
obtained in simulating RPL-based attacks covered
in this paper: DIS and Version number attacks.
We use the Contiki Cooja simulator for the sim-
ulation and analysis of the discussed attacks. The
Cooja simulator offers a log file; the information
gathered from the collect view editor is the basis
for simulation result analysis.

Fig. 8 illustrates the simulation output
obtained in normal scenario where we do not have
any malicious nodes. Fig. 8a depicts the impact
of power usage on the following parameter: CPU
power is the amount of energy required to perform
computation by nodes. LPM power refers to the
energy a node consumes while in standby (idle)
mode. Listen power is the energy a node consumes
to listen for messages. Transmission power is the
energy to transmit a message from the source to
the destination node. Fig. 8b depicts the total
energy consumed by nodes in a normal scenario.
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Fig. 8: Simulation results in the normal scenario (reference network).

The ratio of control packets to data packets gener-
ated by nodes is shown in Fig. 8c. Fig. 8d depicts
the packet loss ratio (PLR) i.e., the proportion of
lost packets to the total number of packets sent
under normal circumstances.

Discussion: The reference network provides
the baseline for other simulations. From the
Fig. 8a, we can see the amount of power consump-
tion nodes required during simulation. Fig. 8b
shows the amount of total power required by the
nodes; due to their resource-constrained nature,
nodes do not consume much power on average or
in totality. Therefore, any significant violation of
the power consumption shown in Fig. 8a, 8b may
indicate malicious activity in the network. Fur-
ther, Fig. 8c shows that a number of DIO packets
is generated more than other control messages as
DIO is sent regularly. Again the reference network
indicates how much control message needs to be
generated. Any violation of this may require fur-
ther investigation. From Fig. 8d, we can observe

that, in a normal scenario, because of the lossy
and resource-constrained nature of RPL nodes, we
may have packet loss up to 1%. However, any sce-
nario raising the packet loss more than mentioned
in the reference network may indicate malicious
activity or fault.

4.1 DIS Attack Results

In a DIS attack, a malicious node aims to flood
the network by sending a huge number of DIS
control messages. As a result, we may see unneces-
sary power consumption, network congestion, and
high packet loss ratio; in the worst-case scenario,
we may witness depletion of node resources in
the network as shown in the Fig. 9. The Fig. 9a
presents the power consumption results concern-
ing: CPU power, LPM power, Listening power,
and Transmitting power. Further, the total power
consumption by the nodes in the network is shown
in Fig. 9b. Finally, the percentage of control mes-
sages generated and packet loss ratio for each
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Fig. 9: Simulation results for DIS attack scenario.

simulation are shown in Fig. 9c and Fig. 9d respec-
tively.

Discussion - Comparing the outcome to the
baseline network performance shown in Fig. 8a
and Fig. 8b, we observe that the CPU, LPM, lis-
ten, transmission, and overall power consumption
by the nodes have increased significantly in case
of the DIS attack, as shown in Fig. 9a and Fig. 9b
respectively. Nodes within the transmission range
of a malicious node consume a substantial amount
of resources. We may also conclude that the DIS
attack directly affects nodes inside the malicious
nodes’ transmission range.

Additionally, there is a correlation between the
malicious node’s distance and energy expenditure
against all other nodes. Except for the LPM num-
bers, all power indicators have risen substantially.
The LPM value is the total energy required to keep

the node on standby. Therefore, we deduce that
DIS message-triggered requirements keep nodes
alive longer. Also, nodes with lower LPM con-
sumption values are closer to the malicious node.
We can observe that neither the loop avoidance
(the DIS attack does not affect the DIO messages)
nor the DODAG local/global repair methods have
been activated. However, there is a significant
increase in the DIS (62%) control message gen-
erated during the DIS attack (see Fig. 9c) as
compared to the DIS control message (5%) gener-
ated in a normal scenario (see Fig. 8c). Further, we
can observe that in a normal scenario, due to the
lossy nature of the RPL network, we have a packet
loss ratio of about 1% (see Fig. 8d), whereas in
the DIS attack scenario, we have packet loss upto
38% (see Fig. 9d). The increase in packet loss
ratio may degrade the overall performance of the
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Fig. 10: Simulation results for version number attack scenario.

RPL network and make the network unreliable for
communication purposes.

4.2 Version Number Attack

In a DODAG version number attack, a malicious
node publishes a higher DODAG version num-
ber to neighboring nodes. In response, receiving
nodes call unnecessary local/global repair pro-
cesses in the network. Therefore, RPL activates
a global repair process to build a new DODAG
tree due to variations in the version number. As
a consequence, traffic will overwhelm, and nodes
will consume more [43] as shown in the Fig. 10.
Fig. 10a and Fig. 10b illustrate the amount of
power consumption for CPU, LPM, Listen, Trans-
mit, and total power consumption, respectively.
The other simulation results shown in Fig. 10c

and Fig. 10d indicate the control packets gener-
ated and the packet loss ratio during the simula-
tion, respectively. Discussion - The Fig. 10a and
Fig. 10b show an increase in total power consump-
tion across all nodes during the version number
attack as compared to the normal scenario (see
Fig. 8a, 8b). However, we do not find any corre-
lation between the distance to the malicious node
and the amount of energy consumed; however,
nodes located close to the malicious node slightly
increase power consumption (see Fig. 10a, 10b).

Further, as shown in the Fig. 10c, we can
observe the increase in the number of DAO mes-
sages (42%) compared to normal scenario DAO
messages (17%) as nodes are sending their par-
ent information through DAO message through
upward nodes to the root node to complete net-
work repair process again and again. Further,
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there is a relation between the position of a mali-
cious node and packet loss ratio, as we can see in
the Fig. 10d, nodes close to the malicious node
are busy sending control message instead of trans-
mission of the data packet. In some cases, the
network may experience packet loss up to 18% (see
Fig. 10d) as well in this attack scenario.

4.3 Decreased Rank Attack

Fig. 11 is the reference network for the decreased
rank attack. Further, we demonstrate the effect
of decreased rank attack and show the scenario
obtained before and after the decreased rank
attack in the Fig. 12. In the Cooja simulator,
for every network simulation, the Cooja displays
a network map showing the nodes’ connectivity,
especially how nodes are connected to reach the
root node. So, Fig. 12a, 12b are the network
maps obtained after simulation in normal and the
decreased rank attack, respectively. For clarity, we
illustrate the same network map in the Fig. 12c,
12d.

Discussion - In the normal scenario, as shown
in the Fig. 12c, node 21 is the parent node for
nodes 5 and 7, and node 21 is directly connected
tonode 1. Nodes 9, 15, 17, and 19 are also directly
connected to node 1. Now consider an attack sce-
nario where node 21 is the malicious node that
advertises its lower rank and tries to attract neigh-
boring nodes. Therefore, due to the effect of the
decreased rank attack as shown in the Fig. 12d,
node 21 becomes the parent node of 5, 7, 9, 15, 17,
and 19. From the results obtained from Fig. 12,

File Simulation Motes Tools Settings Help

(¥ Network (=[5 X]

View Zoom

Fig. 11: Reference scenario for the decreased rank
attack.

it is evident that a malicious node attracts many
nodes by propagating a false value of its rank.
However, there is no significant effect on other
factors except transmission delay since malicious
nodes usually deliver packets.

4.4 WPS Attack

Fig. 13 is the reference network for the worst par-
ent selection (WPS) attack. In a normal scenario
(when no attack exists), node 1 is the root node,
and all other nodes are client nodes. However,
node 21 is malicious in the attack scenario, and
the rest of the nodes behave as in the normal sce-
nario. Further, in this scenario, the malicious node
is the connecting node that connects nodes 2, 3,
4,5,8,9, 10, 13, and 20 and the root node.

The Fig. 14 illustrate the result of simulations
in normal and in the WPS attack scenarios. The
Fig. 14a represents the network map obtained in
a normal scenario, whereas Fig. 14b illustrates
the network map obtained in the WPS attack
scenario. Furthermore, we compare control mes-
sages generated in normal and attack scenarios as
shown in the Fig. 15a. Further, in the Fig. 15b, we
illustrate average and total transmission delay in
the case of normal and attack scenarios. In addi-
tion, the Fig. 15¢ demonstrate the effect of the
WPS attack in terms of the packet loss ratio and
packet transmission delay compared to the normal
scenario.

Discussion - We can observe from the Fig. 14
due to the effect of the WPS attack; the malicious
node chooses the worst node from the surround-
ings, i.e., node 9. However, a malicious node is the
only node reaching the root node and can trans-
mit the packets from its surrounding nodes to the
root node. Therefore, neighboring nodes of the
malicious node form a loop due to unreachability
toward the root node. Hence form a loop in the
network, which violates one of the properties of
the RPL network. Hence, in this scenario, a signif-
icant number of nodes become isolated from the
entire network.

Further, as shown in the Fig. 15, we com-
pare some of the network performance param-
eters to compare the effect of the WPS attack
against normal scenarios. The Fig. 15a shows
the number of control packets (DIO, DIS, DAO)
generated during normal and WPS attack sim-
ulations. In the normal scenario, DIO packets
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account for the highest percentage (65.14%), fol-
lowed by DAO packets (19.24%) and DIS packets
(9.22%). During a WPS attack, the percentage
of DIO and DIS packets generated remains rela-
tively low (9.02% and 0.80%, respectively), while
the percentage of DAO packets increases signifi-
cantly (84.19%). DAO packets are transmitted at
the time node selects its parent and send DAO
packet back to the root node through the inter-
mediate nodes to notify about its parent and to
form an upward route. So, we can observe that,
because of unreachability towards the root node,
nodes send DAO packets repeatedly to set the
upward route towards the root node.

The Fig. 15b shows average transmission delay
and total transmission delay in normal and WPS
attack scenarios. In the case of a WPS attack, the
average delay is lower compared to the normal sce-
nario, but the total delay is higher. The results

jathec. | RO R

(a) Network-Map: normal scenario.

(:) Root Node

() Child node

¢ 21 )
Q Malicious node -

(c) Parent selection: normal scenario.

imply that the WPS attack may have some sce-
narios for which transmission delay may increase
significantly. The simulation result in Fig. 15¢
illustrates packet received ratio (PRR) and packet
loss ratio (PLR) in the normal and WPS attack
scenario. In the normal scenario, approximately
95% of the packets were received. Only 5% of the
packets were lost due to the lossy nature of the
RPL network. While in the WPS attack scenario,
approximately 78% of the packets were received,
and approximately 25% of the packets were lost
(in case a significant number of nodes become
isolated). Overall, the WPS attack caused a sig-
nificant decrease in the PRR and an increase in
the PLR. So, the effect of the WPS attack may be
drastic in some cases and may make the network
unreliable for communication purposes. So, finally,
we can conclude that due to the effect of the WPS
attack, transmission delay increases, create a loop

o Thec... A AR z

(b) Network-Map: decreased rank attack.

21

(d) Parent selection: attack scenario.

Fig. 12: Decreased rank attack effect in the parent selection process.



13

Springer Nature 2021 ETEX template

in the RPL-based network, prevent the network
from optimal convergence, and isolate many nodes
from the entire network.

5 Comparative analysis of
RPL attacks

This section provides a comparative analysis of
the discussed RPL-based attacks. Fig. 16 shows
the packet loss ratio in the following RPL-based
attacks scenarios: DIS attack, version number
attack, rank attack, and WPS attack. From the
Fig. 16, it can be deduced that the WPS attack
has the maximum packet loss ratio as it isolates
a significant number of nodes from the network.
As compared to WPS, the packet loss ratio in
DIS, VNA, and WPS are less, approximately 50%,
74%, and 88%. Furthermore, Table 1 compares the
control packets generated in different attack sce-
narios. The decreased rank attack generates the
highest number of DIO packets, potentially lead-
ing to network congestion and increased latency.
The version number attack generates the high-
est number of DAO packets, focusing on node
discovery and route creation rather than data
transmission. On the other hand, the DIS attack
generates the highest number of DIS packets, indi-
cating its aim to prevent nodes from discovering
each other.

6 Conclusion

This paper has discussed and evaluated the
following RPL-based attacks: DIS attack, ver-
sion number attack, decreased rank attack, and

Table 1: Comparison of control packets generated
in various scenario.

Attacks | DIO | DIS | DAO | Data
RN 62.18 | 5.57 14.2 9.85
VNA 49.99 | 3.88 | 43.08 1.69
DIS 15.07 | 61.9 18.78 3.89
DRA 60.23 | 6.02 13.79 8.77
WPS 59.99 7.02 15.23 10.12

WPS attack. DIS attack floods the network by
forcing nodes to send DIS control messages to
cause network congestion. Moreover, in the DIS
attack, the overall power consumption of all nodes
increases significantly. Whereas version number
attack forces RPL to activate a local/global repair
to build a new DODAG tree due to the mali-
cious node’s propagation of the wrong version
number. We have also experienced an increase in
total power consumption across all nodes during
the version number attack. Further, during the
decreased rank attack, it is evident that a mali-
cious node attracts many nodes by propagating a
false rank value. However, we did not experience
increased power consumption, but the transmis-
sion delay rose significantly, and especially, this
attack may open the door for other attacks like
blackhole attacks. Finally, in the WPS attack, the
malicious node selects the worst node from the
surroundings. Consequently, transmission delay
increases, creating a loop in the RPL-based net-
work, preventing the network from optimal con-
vergence, and isolating many nodes from the entire
network.

Finally, we present a comparative study of
different RPL-based attacks, indicating that the
WPS attack is more harmful than other attacks in
affecting network performance and forcing many
nodes to become isolated. Moreover, transmission
delay increases in the WPS attack, creating a
loop in the RPL-based network, preventing the
network from optimal convergence, and isolating
many nodes from the entire network. In the future,
more RPL-based attacks can be analyzed to see
the effect of attacks on the network and to design
a detection system for the attacks.

Abbrevation

DODAG
Graph
DIO DODAG Information Object

Destination Oriented Directed Acyclic
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